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Abstract
Modern real-time embedded systems demand strong compo-
nent isolation for safety and security. Normally, interrupts
are handled in kernel mode before they are passed on to
the application, which induces high latency if isolated com-
ponents need to react to external events. Thus, hardware-
assisted, low-latency user-level interrupts are highly desir-
able. Nevertheless, existing hardware mechanisms only opti-
mize average-case performance while neglecting worst-case
latency for sensitive applications including autonomous ve-
hicles and robots. To overcome this limitation, we propose
a novel open-source1 hardware extension that integrates
spatial isolation setup, execution budget management, cross-
domain nesting, and accelerated context switching for user-
level interrupts with tight latency. It enables direct, deter-
ministic delivery upon user-level interrupt arrival—without
kernel intervention—even when the target process is dor-
mant. Across the entire design space, the best-performing
design reduces worst-case latency by over 50×, while the
lowest-overhead design incurs only a 23% increase in core
area (2% of total die area) and a 3% increase in dynamic power.
To the best of our knowledge, this is the first integratedmech-
anism to guarantee multi-tenant user-level interrupt delivery
with a nanosecond-scale yet bounded worst-case latency. It
provides a holistic solution for developing secure, depend-
able, and low-latency cyber-physical systems in real-time
consolidation scenarios.

CCS Concepts: • Computer systems organization →
Real-time system architecture; Real-time operating
systems; Embedded hardware; Embedded software.

Keywords: User-level interrupts; Latency; Jitter; Real-time
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1 Introduction
With the rise of autonomous vehicles [6, 100], embodied in-
telligence robots [32], and smart medical devices [8, 72], real-
time systems execute increasingly complex binaries com-
posed of software components from heterogeneous sources.
This diversity arises from code reuse, multi-stakeholder de-
velopment, and cost-saving consolidation, deviating signif-
icantly from the traditional paradigm where a single team
maintains control over the codebase [6, 68].
When diverse components coexist within an unisolated

address space, faults or compromises can act as trampolines,
enabling system-wide fault propagation or hijacking. To safe-
guard these systems, various component isolation strategies
have been proposed [14, 40, 43]. Of these approaches, the
microkernel scheme [24, 50, 68, 88], e.g., TockOS [48], has
gained popularity due to its ease of adoption and has helped
to secure millions of systems [80]. It isolates each component
as a process, while a privileged microkernel manages sched-
uling, memory allocation, and device access. The processes
are isolated (1) spatially so that they only access a specific
set of memory and peripherals that are explicitly allocated
to them, and (2) temporally so that they cannot exceed their
execution budget and interfere with the timely execution
of other components by monopolizing the processor. Each
process may host real-time applications: a typical use case is
an integrated flight controller, which concurrently handles
high-speed communication and low-jitter rotor control with
distinct processes [11].

However, a critical challenge arises with latency-sensitive
real-time interrupt handling for each process. Ideally, inter-
rupt handlers belonging to untrusted components should run
at the user-level to stay spatially and temporally confined.
However, forwarding interrupts from the kernel to user pro-
cesses inflates latencies by an order of magnitude, a latency
overhead that is prohibitive for tasks where deterministic
response times are non-negotiable. For example, in vehicle
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Table 1. Comparison with representative works; in this table, iso-
lation means attack resilience, rather than functional safety alone.

Work Spatial
Isolation

Temporal
Isolation

Multi-
process

Interrupt
Latency

Determinism
Level

TockOS [48] ✓ ✓ ✓ High Medium
Hopter [56] ✗ ✗ ✗ Medium Medium
CV32RT [9] ✗ ✗ ✗ Low High

RTOSUnit [77] ✗ ✗ ✗ Low High
UINTR [7, 35] ✓ ✗ ✓ Low Low

SBI [67] ✓ ✓ ✗ Low High
This work ✓ ✓ ✓ Low High

engine control or high-speed servo drives, high latency can
cause large control errors or even system failure.
Recent hardware like Intel’s UINTR [35] and RISC-V’s N

extension [98] deliver interrupts to the user-level, but they
are nondeterministic. They rely on the target process being
scheduled to take the fast path; when the target process is
dormant, the kernel must intervene to switch to it, creating
a slow path. This produces an unpredictable bimodal latency
distribution that improves only average-case throughput [7]
and fails to enhance worst-case responsiveness (see §5.4). To
make things worse, when the background runs most of the
time, frequent foreground interrupts always take the slow
path, wasting more energy per interrupt, as well as reducing
the processing time available to the background task (see §5.5).
Another approach is TrustZone-M-based SBI [67]. Although
it preserves the microkernel’s support for multiple processes,
it supports deterministic user-level interrupt acceleration
for only one of those processes per core. Interrupts belonging
to other unaccelerated processes still incur kernel latencies,
rendering it impractical for realistic multi-domain real-time
consolidation scenarios.

Without full hardware support for deterministic user-level
interrupts, developers are forced down a vicious waterfall: to
obtain tight worst-case latencies, interrupt handlers must be
compiled into the kernel; and to prevent them from launch-
ing attacks, certification or software fault isolation is re-
quired, precluding the use of native binary code, which is the
most efficient form.

To remove this isolation-determinism trade-off, we propose
a novel hardware extension for deterministic user-level in-
terrupt handling, which satisfies real-time system require-
ments without compromising isolation. It (1) enforces secure
execution of user-level handlers via temporal and spatial
confinement, (2) enables deterministic user-level interrupt
delivery even when the target process is not scheduled, and
(3) achieves low delivery latency comparable to that of ker-
nel-level interrupts, with moderate area and power over-
heads.
Contributions. As shown in Table 1, this work presents a
hardware extension that enables deterministic, low-latency,
and secure multi-tenant user-level interrupt delivery by ac-
tivating each interrupt handler together with its spatial and

temporal protection domains. The individual sections make
the following respective contributions:
• we identify an isolation-determinism trade-off (§1)
that we eliminate by proposing a unified architectural ab-
straction for deterministic multi-tenant user-level interrupts
that (1) binds spatial and temporal protection domains to
interrupts, (2) automates domain reconfiguration upon ac-
tivation, (3) supports rapid nested cross-domain preemp-
tion, and (4) accelerates secure register context switching;

• we explore the hardware design space (§3) for the
proposed deterministic user-level interrupt delivery ab-
straction, elucidating possibilities with different trade-offs
that reduce worst-case user-level interrupt latency by up to
50×, when combined;

• we propose a system-level abstraction (§3) compatible
with existing microkernel operating systems to efficiently
leverage the proposed hardware mechanismwith moderate
adaptation effort;

• we implement select variants (§4) on the RISC-V archi-
tecture using a 45 nm process, discussing the Performance,
Power, and Area (PPA) trade-offs, demonstrating minimum
area and power overheads of only 23% and 3%, respectively;

• we evaluate key implementations (§5) with FPGA
prototyping, demonstrating up to 60× jitter reduction on
latency-sensitive tasks and 10× processor wastage reduction
on colocated best-effort tasks in real-world applications.
To the best of our knowledge, this work is the first in-

tegrated mechanism (§6) that bridges the determinism gap
between swift user-level interrupt delivery and real-time re-
sponsiveness, enabling consolidation of multiple real-time
tasks without sacrificing interrupt latency.

2 Background and Related Work
2.1 User-level Interrupt: Nondeterministic
The emergence of kernel-bypassing technologies has trans-
formed high-performance cloud computing. User-level sched-
uling [25], networking [20], and storage stacks [84] shift
functions traditionally handled by the kernel to the user
space, eliminating unnecessary processor state transitions,
leading to improved system efficiency. A recently available
feature is user-level interrupt delivery, which delivers inter-
rupts directly to the user space without kernel intervention.
The most notable implementations are Intel’s UINTR ex-

tension [35] and RISC-V’s N extension [73, 98]. The former
is commercially available in x86-64 processors codenamed
“Sapphire Rapids”, while the latter is an unratified draft at the
time of writing. Intel’s UINTR extension enables user-level
interrupt delivery by having the kernel configure a User Inter-
rupt Target Table (UITT). A sender thread issues a SENDUIPI
instruction with a UITT offset, and the hardware resolves
the target thread, triggering an Inter-Processor Interrupt
(IPI) via the Advanced Programmable Interrupt Controller
(APIC) to activate the handler. While designed to reduce
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cross-core communication overhead, the original Sapphire
Rapids implementation restricts senders to threads, exclud-
ing devices [7, 35], which limits its relevance for real-time
systems. In contrast, the S, H, and N extensions of RISC-V
introduce a unified interrupt delegation model, allowing del-
egation registers to route interrupts to less privileged modes
regardless of whether the sender is a thread or a device.
Some research has accumulated around user-level inter-

rupts, encompassing applications like accelerated user-level
scheduling [52] and tail latency optimization [37]. Addition-
ally, one study focused on optimizing hardware for highly
efficient interrupt delivery [7]. In a broader context, user-
level interrupts can be seen as a subtype of deprivileging
interrupts, delivering interrupts to a lower privilege level in-
stead of a higher one. This definition shares similarities with
virtualization extensions like Intel’s VT-d posted interrupts,
which have been leveraged to achieve performance boosts
similar to those found in user-level interrupts [39]. However,
existing research on user-level interrupts prioritizes average
performance over deterministic latency, as the kernel still
manages scheduling and protection domain switching.

2.2 Hardware Thread Schedulers: No Isolation
The real-time community has long been using hardware
schedulers to bring down scheduling latencies, e.g., [17, 62,
63, 77, 86, 90]. In this scheme, the hardware may handle
scheduling decisions, register context switching, or even
synchronization.
When scheduling algorithms are implemented in hard-

ware, they have a low and deterministic latency, especially
for algorithms like Earliest Deadline First (EDF) [91], or for
systems with many processor cores [15, 42, 57, 66, 93, 101,
107]. However, pure hardware schedulers require customized
hardware and fixed task parameters, which can be limiting.
To overcome this, some research uses prioritization logic of
interrupt controllers [10, 12, 23, 31] to perform scheduling.

When register context switching is implemented in hard-
ware, software saving or restoring sequences are bypassed,
resulting in lower latency, as demonstrated in [71, 77]. Two
approaches exist: (1) automatic register pushing and popping
on interrupt entries and returns [9, 34, 102], and (2) providing
additional partial [53] or full [17, 19, 27, 36, 64, 99, 101] reg-
ister banks for different processing contexts. Most register
context switch mechanisms don’t involve process switches,
except for x86’s outdated task gate [35]. However, this mech-
anism is poorly optimized at the hardware level and intro-
duces unpredictable latencies due to Translation Look-aside
Buffer (TLB) flushing, both of which probably led to its re-
moval in 64-bit mode.
It is noteworthy that certain solutions [67, 70] leverage

TrustZone-M to accelerate user-level interrupt delivery. How-
ever, they have multiple downsides, including (1) the lack

of multi-process user-level interrupt capability, (2) the ab-
sence of a defined mechanism for user-level interrupt nest-
ing and preemption, (3) the tight coupling between execu-
tion budgets and host processes precluding flexible spatial
and temporal domain composition, and (4) the dependence
on ARMv8-M-specific hardware features, making them less
suited to general-purpose real-time consolidation. As these
works reuse TrustZone-M [67, 70], they do not address the
unique challenges that only surface when multi-tenant sup-
port is needed. We leave the combination of our extension
with a TrustZone-M-like security extension for future work.

To sum up, we are not aware of any multi-tenant consol-
idating hardware mechanism that performs all of register
context switching, budget-enforcing scheduling, and access
permission switching in a swift fashion.

2.3 Microkernels: High Latency Overhead
Modern real-time processors feature privilege levels and
Physical Memory Protection (PMP; known as the Memory
Protection Unit or MPU in ARM), enabling microkernel de-
ployment. In contrast to a general-purpose Memory Manage-
ment Unit (MMU), PMP omits hardware address translation
and TLB structures, using software-managed, segment-based
physical address protection with deterministic access latency.
Such a choice is deliberate as TLB misses introduce unpre-
dictable latency; however, this restricts these systems to
Single Address Space Operating Systems (SASOSes).

Many notable SASOSmicrokernels [24, 48, 50, 68, 88] have
leveraged PMP as an isolation facility. Besides, other works
have explored PMP-based isolation approaches [12, 65, 75]
with similar takes. However, these works all suffer from sig-
nificant execution overhead that arises from processor mode
switches, with interrupt latencies reaching hundreds of clock
cycles or more. While this is acceptable for less demanding
cases, such delays exceed the tolerance for scenarios where
tens of clock cycles are considered the limit.

2.4 Alternative Methods: Multiple Limitations
In addition to microkernel-based isolation approaches, soft-
ware surrogates can also set up isolation within a single
address space. Some approaches rely solely on software and
can go without hardware isolation facilities of any sort. This
includes (1) Hopter [56], ARMor [105], CRT-C [40] and Min-
ion [41] that leverage bounds checking or compiler-based
verifications, and (2) eBPF [43, 103], Java [58], Python [59],
Javascript [22, 61] and even WebAssembly [28, 69] that rely
on managed execution environments. Some approaches re-
sort to a combination of software and hardware, such as
TockOS [48], uXOM [46] and Pip-MPU [14], for efficiency.
Outside the embedded realm, researchers have explored iso-
lation facilities that combine software with Intel MPK, ARM
memory tagging, or hardware capabilities [2, 3, 18, 30, 44, 49,
76, 81, 95, 97]. Notably, these efforts also focus on a single
address space such as a process or unikernel.
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While these approaches have their merits, they often come
with significant limitations. Some require toolchain modifi-
cations that are unfeasible in a production setting, while oth-
ers rely on tedious manual isolation boundary annotations.
Additionally, these approaches often restrict the language
selection, neglect availability concerns, assume asymmetric
isolation, cannot be linked against third-party binaries or
require binary scanning, adding complexity and overhead.
Furthermore, some of them incur high execution overheads
and large memory footprints, making them suitable only
for resource-rich environments. Compared with these sur-
rogates, our extension shifts the trusted mechanism from
an updatable but broader software stack to a narrow, fixed
hardware dispatch path with bounded state and well-defined
interfaces, making it more amenable to focused formal veri-
fication.

In addition to software methods, current hardware meth-
ods that achieve deterministic latency also exhibit severe
limitations: (1) adding Field-Programmable Gate Arrays (FP-
GAs) that have high area, power, and cost overheads [45],
(2) deploying application-specific peripherals that have lim-
ited programming flexibility [74], or (3) utilizing individual
polling-based System-on-Chips (SoCs) for each latency-sen-
sitive task, raising firmware management complexity [96].

3 Design Space Exploration
The primary objective of this extension is to ensure deter-
ministic user-level interrupt delivery by entirely eliminating
software mediation. Rather than committing to a single ad-
hoc design, we systematically explore the design space and
refine it toward practical implementations. To this end, the
design pursues the following goals:
G1: Deterministic latency. User-level interrupt handlers

must commence execution with a deterministic and
low latency upon activation, regardless of the currently
scheduled process, ensuring system responsiveness.

G2: Spatial confinement. User-level interrupt handlers
must have their memory and device accesses confined
to authorized memory regions, protecting system con-
fidentiality and integrity.

G3: Temporal confinement.User-level interrupt handlers
must execute within a rigidly enforced budget, prevent-
ing unbounded execution from interfering with other
components and safeguarding system availability.

G4: Minimal hardware overhead. The extension must
incur minimal silicon area and power overheads, re-
specting the tight Size, Weight, and Power plus Cost
(SWaP-C) constraints of embedded real-time systems.

G5: Ecosystem compatibility. The extension must incur
minimal invasiveness to the bus interface and execution
pipeline of the original processor to ensure applicability
across diverse architectures, and provide a companion

software abstraction to facilitate integration into exist-
ing microkernels.

Latency vs. area vs. power trade-off.We expect that lower
user-level interrupt latency comes at the cost of increased
hardware complexity and power consumption to support
parallel microarchitectural operations. Nevertheless, we aim
to characterize the latency–area–power trade-off and strike a
balance that meets real-time requirements without excessive
overheads.
Assumed threat model.We assume mutually distrusting
user-level interrupt handlers that may attempt spatial (illegal
access; harms confidentiality and integrity) or temporal (pro-
cessor monopolization/denial of service; harms availability)
violations.
Assumed task model.We model user-level interrupt han-
dlers as run-to-completion aperiodic tasks hosted on de-
ferrable servers [87] with strict budget constraints, which
are enforced by the hardware extension.

3.1 Real-time Processor Core

Table 2. Comparison of typical real-time processors using official
manuals. BP is Branch Prediction, PMP is the number of entries,
interrupt latency is in CPU cycles, and CoreMark is per MHz when
running from zero-wait-state memory. *No data in official manual.

Processor Stages BP PMP FPU CoreMark Latency
Cortex-M0 3 Static None No 2.33 16
Cortex-M3 3 Static 8 No 3.45 12
Cortex-M4 3 Static 8 Single 3.54 12
DSP C28x 8 Static None Single 1.33* 16
Cortex-R4 8 Dynamic 12 Single 2.83 20
QingKe V4 3 Dynamic 4 Single 3.47 *

To explore the design space, we develop our own baseline
core rather than reusing a full-blown processor. Since the
mechanism only touches interrupt handling logic, a bare-
minimum core helps us to isolate the cost of the mechanism
itself instead of burying it inside potential unrelated microar-
chitectural complexity. In this light, we design a RISC-V core
with a 3-stage in-order pipeline, static branch prediction, a
single-precision FPU, an 8-entry PMP, and a performance
of around 3 CoreMark/MHz [26], which is consistent with
the popular cores shown in Table 2. We have chosen RISC-V
due to its openness and flexibility. We focus on a single-core
architecture in this study and reserve multi-core as future
work, as supporting it would require global interrupt routing
and arbitration [10] in addition to per-core context manage-
ment.

Note that this core is without an MMU, superscalar capa-
bility, or caches, aligning with the area and power perfor-
mance requirements of major real-time applications. Since
our extensions only modify interrupt handling logic, for
cores employing instruction reordering or speculative exe-
cution, only stalling the fetch and draining the reorder buffer
are needed to ensure precise architectural state updates; the
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trade-offs of eager flushing or tracking [7] are beyond our
scope. For readers interested in extending this work to out-
of-order application processors in edge and cloud computing
scenarios, §B.14 in the appendix demonstrates the portability
and simplicity of our proposed extension.

3.2 Hardware Extension Synopsis
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Figure 1. Proposed extension (V5 variant; for detailed description,
see §4.8) architecture and data flow. The extra memory blocks are
in striped yellow, and the intra-core hardware extension is in blue.

The extension confines each deterministic user-level inter-
rupt handler to (1) a spatial protection domain described by
a set of PMP configurations that reflect process access per-
missions, and (2) a temporal protection domain enforced by
a hardware budget countdown timer. Upon interrupt activa-
tion, the hardware switches to these domains, saves the full
register set, and zeroizes it. The extension also distinguishes
user-level interrupt sources from traditional kernel-level in-
terrupt sources, maintaining backwards compatibility. We
showcase the operation of the extension with a concrete im-
plementation that we call the V5 variant (see §4.8), as shown
in Figure 1.
Interrupt entry. Upon interrupt activation, the Interrupt
Controller (IC) calls upon the Interrupt Identification Data
Unit (IIDU) to determine 1 whether it is a user-level in-
terrupt. If it is, IIDU identifies 2 the address of the PMP
configuration and budget value from the Interrupt Identifica-
tion Data (IID) it manages, which is a Content Addressable
Memory (CAM) in this variant, and notifies the IC 3 . Subse-
quently, the IC triggers 4 parallelizable hardware operations
in which (1) the execution budget is loaded 5 , in this variant,
from Tightly Coupled Memory (TCM), (2) the PMP config-
uration is loaded 6 from its TCM as well, (3) the registers
are saved by switching banks or spilling to memory 7 and
are then zeroized. Once completed, a finish signal is sent 8
to the IC, after which it resumes 9 the interrupt vector and
the timer countdown. When the interrupt vector executes,
if (1) the PMP detects an out-of-bounds access, which indi-
cates a spatial violation, or (2) the timer counts down to zero,
which indicates a temporal violation, a user-level interrupt
return is forced to maintain strong isolation.

Interrupt return. Upon interrupt return, the register con-
text and PMP configuration are restored, with the remaining
budget written back to the budget table 5 . If spilling oc-
curred during saving, the register context is restored from
memory 7 .
Low invasiveness. From the concrete example above, it may
be observed that the extension exhibits modest hardware
intrusion by design. It only
• modifies the interrupt controller to integrate the IID
mechanism (§3.3),

• interfaces the PMP to enable configuration autoloading
from memory (§3.4),

• introduces a countdown timer for bounding interrupt
execution duration (§3.4), and

• taps into the register banks to enable hardware-accelerated
context switching (§3.5),

all of which target modular, identifiable components with-
out altering the core pipeline stages. We further explore the
design space of each hardware modification and analyze
the associated trade-offs before implementation. Addition-
ally, since our extension supports kernel-preempting cross-
domain nested user-level interrupts, we also elaborate on the
nesting mechanism (§3.6) and exception semantics (§3.7).

3.3 User-level Interrupt Identification
Identifying which interrupt source should be directed to the
user-level and what spatial and temporal protection domains
it targets requires querying the hardware-managed IID. In-
stead of entangling this with the interrupt vector table and
breaking compatibility with RISC-V standards, we implement
it as a standalone structure managed by the IIDU. The design
must balance lookup latency against silicon area, as this step
is on the critical path.
IID location. Placing the IID in CPU registers ensures deter-
ministic, single-cycle lookup for its target protection domain
information, but increases the core area. Conversely, storing
the IID in RAM saves logic area but introduces additional
bus accesses, undermining latency.
IID organization. The IID maps interrupt numbers to two
protection domain numbers and can be designed in two
ways. A linear table indexed by interrupt number offers
simplicity but requires substantial storage proportional to
the vector table size. Alternatively, we may use a compressed
form—suitable given that only select interrupts are user-
level—to store explicit interrupt and domain address entries,
necessitating the use of CAM for parallel lookups.

Table 3. IID design summary. Feasible options are in bold.

IID In CPU In RAM

As table Infeasible;
table too big to fit into CPU

More latency
less core area

As CAM Less latency
more core area

Infeasible;
CAM needs parallel lookup
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Discussion. Combining these factors, we dismiss the area-
prohibitive CPU-Table approach and the latency-prohibitive
RAM-CAM approach, narrowing the design space to two
viable options shown in Table 3.

3.4 PMP Table and Budget Table
The PMP table stores spatial confinements for each domain,
while the budget table enforces temporal isolation. Both the
PMP table and budget table are linear tables, indexed directly
by the respective pointers in the IID entry of each interrupt.
Each PMP table entry contains the PMP configuration to
load into the PMP configuration registers when switching
processes. Conversely, each budget table entry contains a 32-
bit integer holding the execution budget in CPU clock cycles,
which is loaded into the countdown timer when the handler
starts executing. Given their size, both tables must reside
in memory, necessitating a trade-off between bus interface
complexity and the potential for bus contention.
Tables in the main SRAM. Given that both tables are con-
sulted sequentially after the IID lookup, they can coexist
with the IID in the same SRAM. However, parallelization
of context saving and table accesses creates potential con-
tention on the shared SRAM bus, introducing latency spikes.
On the bright side, this approach requires no additional mem-
ory ports and maintains full compatibility with the original
core’s Bus Interface Unit (BIU).
Tables in tightly-coupled memory. Alternatively, we can
place the PMP and budget table in one shared or two dedicated
SRAM blocks to eliminate bus contention. However, this re-
quires one or even two additional memory ports, complicat-
ing the bus interface design. Fortunately, many processors
come architecturally with optional instruction or data TCM
ports, which we can take advantage of.
PMP table in flash. Similar to TCM, many SoCs feature a
dedicated bus for read-only embedded code flash that offers
throughput comparable to SRAM with higher access latency,
which can accommodate the tables. However, the remain-
ing budget must be written back to the budget table upon
interrupt return to adhere to bandwidth-based servers, and
the kernel may periodically replenish these budgets. Conse-
quently, only the PMP table may reside in flash, while the
budget table must be held in RAM.

Table 4. Protection table design summary.

Tables in Advantages Disadvantages

Main SRAM Simplistic design;
no changes to bus interfaces

Potential bus conflicts;
longer latency

Data TCM No potential bus conflicts;
likely less latency

Requires TCM interface;
complicates hardware

Code Flash
(PMP Only)

Simplistic design;
no potential bus conflicts

Flash cannot be modified;
slightly longer latency

Discussion. All three options shown in Table 4 are feasible,
each with its own trade-offs. However, we will only explore

the first two options in the implementation section, as flash
is a restricted surrogate of TCM for our purposes.

3.5 Register Context Saving
To prevent untrusted user-level handlers from peeking into
the register set of threads or handlers that belong to other
processes, the hardware must save the full register set and
zeroize it. The mepc, mcause, and mtval Control and Status
Registers (CSRs), alongside the internal state of the poten-
tially preempted interrupt, including its ID, priority, PMP
entry pointer, and budget entry pointer, must also be saved.
As we enforce quad-word alignment, this yields a total con-
text size of 160 bytes with two reserved words. Given the size
of the whole context, this is likely the primary bottleneck for
latency, and conflicts with other activities should be avoided.
Context shadow banking. Similar to [77], we reserve a
dedicated register bank for handling interrupts, thereby dras-
tically reducing context switching latency by eliminating the
need for register stacking. However, this approach (1) sig-
nificantly increases the core area and (2) does not support
nesting unless multiple banks are available.
Context hybrid spilling. To support unbounded nesting
without an unbounded area, we introduce a lightweight fall-
back mechanism. When shadow banks are exhausted (or
when none is available), the hardware automatically spills
the context to a stack in memory. The spill can target SRAM—
which may introduce bus conflicts and prolong interrupt
latency—or utilize a dedicated TCM port.

Table 5. Register context design summary.

Context in Extra banks with spilling Stacking only (no banks)

Main SRAM
Spills less but more area;
longer stacking latency;
simple bus interface

Always spills but less area;
longer stacking latency;
simple bus interface

Dedicated TCM
Spills less but more area;
shorter stacking latency;
additional TCM interface

Always spills but less area;
shorter stacking latency;
additional TCM interface

Discussion. We explore all four options listed in Table 5.
Since the number of banks primarily affects nesting depth
before latency issues arise, we only vary the number of banks
when examining its impact on the core area.

3.6 Protection Domain Saving
Since the extension preempts all underlying execution, in-
cluding the kernel, the preempted protection domain infor-
mation must be saved to avoid disturbing the underlying
software and to remain compatible with the ecosystem. This
includes (1) the kernel-managed PMP configuration, which
reflects the permissions of the current process, and (2) the
system timer value, which reflects the budget of the current
kernel-managed thread. Furthermore, user-level interrupts
must be capable of preempting one another.
User-level interrupt being preempted. This is a straight-
forward case: since all PMP configurations for user-level
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interrupts are stored in the PMP table, they simply need to
be reloaded upon resumption. Regarding the budget timer,
however, there is a subtle distinction: when preemption oc-
curs, the remaining time must be saved to the budget table
to account for the time expended, and subsequently restored
when the interrupt resumes.
Kernel or thread being preempted. This presents a com-
plex scenario, as the PMP at the point of preemption is man-
aged by the kernel. To address this, we can either (1) provide
an extra bank of shadow PMP registers or (2) spill the PMP
registers tomemory. Additionally, if the system timer directly
tracks the remaining budget of preempted kernel-managed
threads, it must be paused while user-level interrupts exe-
cute.

3.7 Ancillary Hardware Mechanisms

Asynchronous exception handling. Handling exceptions
in our user-level interrupts poses a challenge because they
preempt kernel execution. As exception handlers are them-
selves kernel code, synchronous exception handling for user-
level interrupts may cause unsafe kernel reentrancy. To ad-
dress this issue, we force the user-level interrupt handlers to
return immediately upon any exception or budget exhaus-
tion, with the cause recorded in an optional dedicated CSR
which the kernel may inspect asynchronously after all nested
user-level interrupts have returned. This prevents exception
handling on-the-spot; however, it lifts the blocking of the
delivery of subsequent user-level interrupts for the full du-
ration of exception processing, which a malicious interrupt
can leverage to cause undue interference when exceptions
are handled synchronously. In the end, as user-level inter-
rupts are part of the application, it is the responsibility of
the application to ensure their correct run-to-completion
operation.
Tail-chaining opportunity. The context switch for user-
level interrupts is heavier than for kernel-level interrupts, as
it entails protection domain switching. To minimize switches
during back-to-back execution, we may employ the tail-
chaining mechanism [102] to elide the previous interrupt’s
context restore and the next interrupt’s context save if they
target the same process. Although this improves average-
case performance, we do not implement it since optimizing
worst-case latency is the focus of this work.
FPU context lazy saving opportunity. Real-time cores
have long been equipped with FPUs, with recent cores like
Cortex-M85 featuring even SIMD extensions, highlighting
the growing importance of floating point capabilities. To
optimize stack pushing latency, we can reserve space for FPU
registers and only trigger actual saves and restores when FPU
instructions are actually used, as such uses are infrequent
in interrupt handlers [102]. Since FPU handling falls outside
the scope of our paper’s focus, we do not implement the FPU,
let alone this optimization.

3.8 System-level Abstraction and Integration

Kernel HardwareApplication

System Code

int_reg()

int_prio()

Budget
Mgmt

int_ena() PMP Table

IID Table/CAM

Budget Table

Process
Mgmt Vector Table

Enable Flags

Preempt Priority

Activation Logic

Boot Init

Data Tables

Int Ctrl Logic①

② ③

④

⑤

⑥

⑧

⑦

usr_handler()
{

...
uiret();

}

Int Handler

Preparation

Figure 2. User-level interrupt API and system workflow.

To enable ecosystem integration, we present the system-level
Application Programming Interface (API) shown in Figure 2
that maps interrupts to run-to-completion hardware threads.
At boot time, the kernel initializes the extension 1 to

enable user-level interrupts for applications. To register a
user-level interrupt handler, the application first invokes the
int_reg(int_id, handler, policy) 2 , which passes
the interrupt number, handler address, and desired schedul-
ing policy to the kernel’s process and budget management
modules after due permission checks. The process manage-
ment module allocates an entry in the IID table, registers the
handler in the interrupt vector table, and allocates a PMP
entry to enforce the access permissions of the process 3 ; if
a PMP entry is already allocated to the process, the existing
entry is reused. The budget management module programs
the execution budget into the corresponding budget table
entry 4 , where the allocation, reuse, and replenishment
of the budget entry are governed by the scheduling pol-
icy. The allocation of IID, PMP, and budget table entries
may be managed through a pool-based scheme analogous to
ASID management in seL4 [16], or administered by a trusted
user-level process, enabling flexible adaptation to diverse
system architectures. The application then sets the prior-
ity via int_prio(prio) 5 and enables the interrupt via
int_ena() 6 . When the interrupt is triggered, the control
logic loads the configuration from the tables 7 and redi-
rects the execution to the handler 8 that contains a custom
uiret instruction at the end.
Budget replenishment. Following the standard definition
of deferrable servers, the kernel may elect to replenish the
budget at the beginning of each server period. For benign
periodic interrupts that never deplete the server budget, the
classic recurrence [5, 38, 47, 94] may be used to validate
schedulability.
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Application synchronization. For most SoCs, individual
interrupt masking is supported at the peripheral level, and
applications may temporarily disable user-level interrupts
for buffer synchronization if the corresponding peripheral
registers are within the memory map of the corresponding
process. However, applications are prohibited from manip-
ulating interrupt priorities or global interrupt enables, and
cannot enable any interrupt disabled at the interrupt con-
troller unless explicitly granted the corresponding privileges.
When individual interrupt masking is unavailable or unde-
sired, synchronization can also be realized via low-overhead
lockless atomic operations or ping-pong buffers with a mod-
est memory footprint.

4 Implementation and Optimization
4.1 Implementation Primer
We implement our RISC-V core on the Nangate 45 nm li-
brary using OpenROAD [1], targeting a typical frequency
of 200 MHz with 70% core utilization, and on an XC7K480T
FPGA to generate runnable instances. The power metrics
are measured using OpenROAD’s gate-level flow (TT cor-
ner, 25 ◦C, 1.1 V), simulating a convolutional neural network
computation where the extension is not actively involved. To
capture dynamic power characteristics when our extension
is constantly engaged, we also test back-to-back interrupt
workloads where the next interrupt is triggered immediately
following the return of the previous one. Finally, we use
silicon area, core power, and interrupt latency to guide our
search, eliminating the bottleneck at each stage iteratively.
Do note that the interrupt latencies discussed in this sec-

tion correspond to isolated events; for concurrent arrivals, a
higher-priority interrupt arriving immediately after a lower-
priority interrupt doubles the baseline hardware latency,
which applies to conventional interrupt handling as well.
Also note that the interrupt latencies reported in this section
are theoretical values of each implementation; for measured
values, refer to §5.

4.2 Baseline RISC-V Real-time Core
To evaluate the extension, we first implement the baseline
RISC-V processor supporting the RV32IM instruction set,
and it achieved 2.77 CoreMark/MHz when realized with the
FPGA, which meets our expectations in §3. The core also
integrates a single-precision FPU [29] that is powered but
not clocked or supported, which is for area and static power
accounting, as it has nothing to do with the integer pipeline.

Table 6. Characteristics of different processor configurations.
CoreMark is per MHz, area is in mm2, latency is in CPU cycles, and
power is in static (mW) / dynamic (𝜇W/MHz) format. “Naked” is the
integer logic, “+PMP” adds an 8-entry PMP, “+FPU*” adds an idle
single-precision FPU, “+SBP” adds static branch prediction, “+MDU”
adds multiplier and divider, “Base” includes all of the above.

Processor CoreMark Floorplan Area Latency Power
Naked (RV32I)

0.86
0.0253 (35%)

5

0.528 19.2
Naked+PMP 0.0340 (48%) 0.720 20.0
Naked+FPU* 0.0512 (72%) 1.030 19.15
Naked+SBP 0.92 0.0267 (37%) 0.552 21.35
Naked+MDU 2.69 0.0364 (51%) 0.753 19.4

Base 2.77 0.0715 (100%) 5 1.5 21.75
Cortex-M3 (DS) 3.45 0.0875 12 N/A
IBEX (RV32IMC) 2.36 0.0475 6 N/A

As shown in Table 6, its interrupt latency is less than
that of Cortex-M3 [4] from the ARM DesignStart, and is on
par with IBEX [55], another RISC-V core. The core places
and routes up to 240 MHz when more frequency pressure is
applied, which achieves our frequency goal.
Discussion. Our core rivals existing cores in both interrupt
latency and floorplan area. CoreMark shows multipliers im-
prove performance significantly at modest area expenses,
while branch prediction gives a little boost for a little area.
Being a minimal core, it is particularly sensitive to area and
power overheads; we therefore expect the relative overhead
to be even lower for larger, feature-rich processors.

4.3 Control and Status Register Scheme
We define several CSRs for our deterministic user-level in-
terrupt extension; hence their “dui” prefix. The duictl acts
as the master control: bits [31:2] hold the word-aligned base
address of the IID when implemented as a table, bit 1 indi-
cates hardware support for the extension, and bit 0 globally
enables or disables the extension. When disabled, the pro-
cessor operates as a standard RISC-V core, preserving full
backward compatibility. The duistk stores the base address
of a stack onto which the hardware automatically saves reg-
isters upon a user-level interrupt. The duiepc, similar to
standard RISC-V mepc, preserves the program counter of the
interrupted instruction. Upon user-level interrupt nesting,
duiepc is also pushed to the stack with the general-purpose
registers for nested resumption.

When IID is implemented as a CAM, each CAM entry con-
tains three associated registers called iidnumX, iidpmpX,
and iidtimX, where X denotes the index. Among them,
the iidnumX holds the interrupt number for parallel match-
ing against incoming interrupt requests. Upon a match, the
iidpmpX provides the pointer to the PMP configuration en-
try in the PMP table, while the iidtimX provides the pointer
to the execution budget entry in the budget table.

4.4 V1: Minimal Complexity
We begin our exploration with the most straightforward vari-
ant, aiming at minimizing complexity. This variant avoids
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Figure 3. Timing diagram of the V1 variant upon user-level interrupt activation, with a latency of 37 cycles (2 more cycles are needed for
the first fetched interrupt vector instruction to reach the execute stage). a→b shows PMP table consulting and PMP updating, c→d shows
budget table consulting and timer updating, while e→f shows context stacking. The kernel-managed PMP is shadow banked and not shown.
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Figure 4. Timing diagram of the V2 variant upon user-level interrupt activation, with a latency of 29 cycles. The commentary is the same
as that of Figure 3. The deciding factor here is still context stacking, which is 21 cycles; this includes the registers plus some internal statuses.

adding memory interfaces or register banks to the base core,
instead performing all table lookups and context dumps ex-
clusively via the main SRAM. Accordingly, we organize the
IID as a linear table, and co-locate the IID table, PMP ta-
ble, execution budget table, and register context stack in
the main SRAM. On preemption, the kernel-managed PMP
configuration is also spilled to the main SRAM.

This yields an area of 0.0870 mm2 (+22%) and an interrupt
latency of 43 cycles. As shown in Figure 3, when kernel-
managed PMP context is instead stored in a dedicated shadow
bank, the latency drops to 37 cycles, with an area of 0.0878
mm2 (+23%), static power of 1.89 mW, and dynamic power of
22.4 𝜇W/MHz. When the extension is actively engaged by
back-to-back interrupts, the dynamic power is 25 𝜇W/MHz,
which almost doubles the 12.8 𝜇W/MHz of the base core due
to the activation of our extension, despite the pipeline stall.
Discussion. While 37 cycles represents quite an improve-
ment over kernel paths that cost hundreds of cycles, this
remains higher than kernel-level interrupts. Nevertheless,
V1 serves as a choice for designs that require strict drop-in
compatibility with existing bus interfaces. We draw two key

observations: (1) register context stacking is the longest mem-
ory operation unless an excessive number of PMP entries
(more than 32, whose configuration is more than 40 words)
is implemented, and (2) serializing all memory accesses onto
a single bus leads to severe contention. Additionally, since
shadow banking kernel-managed PMP context increases the
area by around 0.0008 mm2 (+1%) for a 6-cycle gain, we al-
ways adopt this optimization and omit further discussion.

4.5 V2: Hiding Protection Table Latency
To mitigate bus contention, we introduce a TCM port into
V1 and dedicate it to the register context stacking, which is
the longest operation, thereby hiding PMP and budget table
access latencies. While this may compromise bus interface
compatibility in some cases, many processors—including the
Cortex-M and Cortex-R—come with native TCM support.
This implementation reduces the latency to 29 cycles as

shown in Figure 4, with an area of 0.0905 mm2 (+27%), static
power of 1.9 mW, and dynamic power of 23.9 𝜇W/MHz.
When the extension is actively engaged by back-to-back
interrupts, the dynamic power is 25.9 𝜇W/MHz.
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Discussion. Comparing this implementation with V1 (§4.4),
we draw two key conclusions: (1) adding dedicated TCM
ports introduces interface complexity but incurs little area
and power overhead, and (2) register context stacking remains
dominant even with a dedicated memory port, which renders
further port dedication to the PMP table and budget table
ineffective at this stage. Notably, PMP loading becomes dom-
inant when more than 32 entries are implemented, and the
TCM port should be dedicated to the PMP table instead. We
omit further discussion of this rare case, as no meaningful
optimizations remain beyond IID lookup acceleration (§4.8).

4.6 V3: Removing Context Stacking Bottleneck
To fully eliminate the register context stacking bottleneck, we
employ additional register banks to enable zero-latency con-
text switching, and keep the dedicated stack TCM port in
V2 (§4.5) to support unbounded nesting once the banks are
exhausted. The timing is similar to V2’s Figure 4, except that
the instruction fetching now immediately follows budget
updating.

Adding one extra register bank reduces interrupt latency
to 17 cycles, with a core area of 0.1057 mm2 (+48%), static
power of 2.23 mW, and dynamic power of 23.95 𝜇W/MHz.
When the extension is actively engaged by back-to-back
interrupts, the dynamic power is 28.65 𝜇W/MHz. Further
increasing the number of extra banks to 2 raises the core
area to 0.1212 mm2 (+48%→+70%), a steep escalation.
Discussion. This implementation confirms that register
banking effectively removes the context stacking bottleneck
but incurs significant area and power overhead when com-
pared with V2 (§4.5). Moreover, employing multiple banks in-
curs a prohibitive area overhead for cost- or power-sensitive
systems. Nevertheless, it matches the interrupt latency of
Cortex-R4, a popular automotive and medical processor.

4.7 V4: Resolving Protection Table Contention
With the stacking bottleneck fully resolved, the critical path
now shifts to contention between the PMP table and the
execution budget table, which are both in SRAM. We there-
fore choose to add one more TCM port to V3 and move the
PMP table to its dedicated TCM. The timing still resembles
V2’s Figure 4, except that the instruction fetching now im-
mediately follows PMP updating, and that the PMP updating
happens in parallel to budget loading.
This refinement reduces interrupt latency to 14 cycles,

with a core area of 0.1077 mm2 (+51%), static power of 2.23
mW, and dynamic power of 23.95 𝜇W/MHz. When the ex-
tension is actively engaged by back-to-back interrupts, the
dynamic power is 29.30 𝜇W/MHz.
Discussion. From a practical engineering standpoint, this
result is already compelling: it roughly matches the kernel-
level interrupt latency of the Cortex-M0, which is prevalent
in Unmanned Aerial Vehicles (UAVs). The only bottleneck
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Figure 5. Timing diagram of the V5 variant upon user-level in-
terrupt activation, with a latency of 11 cycles. The commentary is
the same as that of Figure 3, except that the IID consulting costs no
extra cycles, while the context stacking is eliminated by banking.

that remains is the IID, whose lookup must be performed
before all other activities can be launched in parallel.

4.8 V5: Enabling Zero-latency IID Lookup
Based on V4 (§4.7), we implement the IID as CAM to embed
the lookup operation directly into the interrupt acknowledge
cycle. Upon a lookup, the first matching entry outputs the
corresponding PMP table entry address and budget table
entry address. The IID CAM must contain sufficient entries
to hold all user-level interrupts for a given target scenario,
and we configure it to hold up to 16 interrupts. This targets
typical deployment scenarios with six to eight processes,
where each process may demand one or two accelerated user-
level interrupts. Since the number of user-level interrupts is
limited by IID CAM capacity in this variant, the pool-based
management described in §3.8 may be leveraged to govern
entry allocation across applications. As this management
mechanism is not on the interrupt delivery path, it has no
impact on interrupt latency.
As shown in Figure 5, this final optimization design re-

duces interrupt latency to 11 cycles, with a core area of
0.1186 mm2 (+66%), static power of 2.53 mW, and dynamic
power of 23.60 𝜇W/MHz. When the extension is actively
engaged by back-to-back interrupts, the dynamic power is
26.60 𝜇W/MHz, reversing the increasing trend across V1–V4
as IID lookup does not access memory in this variant.
Halving entries to 8 reduces the core area to 0.1123 mm2

(+66%→+57%) with a dynamic power of 25.9 𝜇W/MHz un-
der back-to-back interrupts, whereas doubling entries to 32
raises the core area to 0.1295 mm2 (+66%→+81%) with a
dynamic power of 28.95 𝜇W/MHz under back-to-back inter-
rupts. Nevertheless, dynamic power for computation work-
loads is identical to the 16-entry case, as our extension re-
mains inactive.
Discussion. This optimization delivers near-minimum la-
tency at the expense of substantially increased area and is
already faster than the Cortex-M3, which is widely deployed
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in Industrial Control Systems (ICS). While the IID CAM op-
timization is logically independent, it only yields a 3-cycle
reduction with an additional 15% area overhead, making
it attractive only with other optimizations. In comparison,
register banking—the most costly optimization—delivers a
12-cycle reduction at a cost of 21% area, which provides a
marginal trade-off that is more than 2× as favorable. Notably,
this variant exhibits lower dynamic power than V4 and V3,
which stems from the decoupling of the IIDU from the main
data path.

4.9 Implementation Summary

Table 7. Characteristics of baseline processor cores with different
extension variants. Floorplan area is in mm2, interrupt latency is
in CPU cycles, and power is in static (mW) / dynamic-benchmark
(𝜇W/MHz) / dynamic-back-to-back-interrupt (𝜇W/MHz) format.
“Kernel” refers to the microkernel software path in [68]. Since the
base core reaches 240 MHz, we apply a uniform 200 MHz timing
pressure here to ensure a fair area comparison.

Processor Interrupt latency Floorplan area Power
Base 5 (kernel-level) 0.0715 (100%) 1.50 21.75 12.80

Base+V1 37 0.0878 (123%) 1.89 22.40 25.00
Base+V2 29 (-8) 0.0905 (127%) 1.90 23.90 25.90
Base+V3 17 (-20) 0.1057 (148%) 2.23 23.95 28.65
Base+V4 14 (-23) 0.1077 (151%) 2.23 23.95 29.30
Base+V5 11 (-26) 0.1186 (166%) 2.53 23.60 26.60
Kernel 634 N/A N/A

Table 7 summarizes the characteristics of all variants. Each
resolves one critical performance bottleneck at a time, with
successively diminishing returns. Area increases from Base
through V2 are dominated by additional CSRs and combina-
tional logic, whereas the steep growth from V3 through V5
arises from banked contexts and the IID CAM. Notably, the
TCM in V2 through V5 does not increase the total memory
footprint, as the aggregate memory can be split between
main SRAM and TCM; their physical addresses can be made
contiguous to avoid impacting application developers. Nev-
ertheless, the overheads of the TCM bus logic and interface
are included in our measurements.
Key variants. Considering the diverse requirements of real-
world applications, we highlight three key implementation
variants for in-depth evaluation:
V1: IID as table, context on stack, no extra TCM ports.

This variant minimizes area and requires no modifica-
tions to the memory interface, but incurs the longest
latency. It is ideal for cores demanding strict drop-in
compatibility with existing designs.

V2: IID as table, context on stack, dedicated TCM for
stack. This variant reduces interrupt latency by adding
a single dedicated TCM port. Although it complicates
the memory interface, it introduces negligible area and
power overhead. It is well-suited for cores with native
TCM support or moderate area constraints.

V5: IID as CAM, context banked, dedicated TCM for
PMP table, dedicated TCM for potential spills. This
variant achieves the lowest interrupt latency, but incurs
the highest area and power overhead, plus additional
TCM ports. Unlike V1 and V2, V5 is bounded by the
IID entries and register banks; the former bounds the
number of interrupt sources while the latter bounds
nesting depth before falling back to V2. It is exclusively
for applications requiringminimum latency, or for high-
end cores with rich features (e.g. double-precision FPU
or cache) whose area and power dwarf this extension.

5 Evaluation
In our evaluation, we scrutinize the three key implementa-
tions listed in §4.9, and aim to answer the following questions
that directly correspond to our goals listed in §3:
Q1: Does the extension exhibit consistently low inter-

rupt latencies regardless of the current process,
when compared with the state of the art (G1)?

Q2: Does the extension terminate the execution of the
interrupt handler forcibly when it violates spatial
(G2) or temporal (G3) isolation?

Q3: Is the area cost acceptable, considering that the
core is a portion of the entire SoC die (G4)?

Q4: What changes to an existing microkernel are nec-
essary to integrate this extension (G5)?

 200
 400
 600
 800

 1000

CP
U

 C
yc

le
s

 0
 20
 40
 60
 80

 100
 120
 140

KERNEL
UIN

TR

SO
FT

WARE

EXT-V
1

EXT-V
2

EXT-V
5

(a) Active

KERNEL
UIN

TR

SO
FT

WARE

EXT-V
1

EXT-V
2

EXT-V
5

(b) Inactive

Figure 6. Raw interrupt latency, in CPU cycles. Lower is better.

5.1 Evaluation Setup
We implement the aforementioned RISC-V processors with
three key variants on an XC7K480T FPGA platform. The
cacheless SoC we implement runs at 50 MHz, which is typ-
ical, and integrates 128 KiB of zero-wait-state SRAM and
256 KiB of flash, with the latter emulated using SRAM. Note
that for systems with external memory, our zero-wait-state
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SRAM approximates ideal L1-cache hits; for longer software-
mediated paths, cache misses may introduce additional la-
tency, whereas our extension is minimally impacted as it
may interface with the TCM. Therefore, the presented per-
formance gains over kernel-level interrupts are conservative.
SoCs equipped with the hardware extension but using slower
or external RAM will show even greater gains than those
reported here.
All test binaries are compiled using GCC 15.2.0 with the

-O3 optimization level. Each measurement is repeated 10,000
times to ensure statistically robust results.
In all bar figures, average and maximum values are pre-

sented as stacked bars: the darker foreground bar denotes the
average case, while the lighter upper bar represents the ob-
served worst case. In all line plots, data points are measured
at 10%, 20%, 50%, and 100% of each scheme’s maximum ap-
plication performance; intermediate values are obtained via
interpolation.
For evaluation, we use the microkernel in [50], which

is on par with TockOS [48], and integrate our extension
into it. We compare the key implementations against three
baselines: (1) KERNEL, the conventional mechanism relying
entirely on kernel mediation, (2) UINTR, the Intel UINTR or
RISC-V-N scheme that bypasses the kernel only for active
target processes; we emulate its performance by handling
interrupts directly in kernel mode if the target process is ac-
tive, while falling back to KERNEL otherwise [7, 35, 73], and
(3) SOFTWARE, a software scheme without hardware mode
transitions: it uses minimal prologues to save context and set
up PMP—still, leveraging the PMP is more efficient than soft-
ware bounds checking on-the-fly [69]—before dispatching to
the handler directly in kernel mode, making it a near-optimal
pure-software latency baseline [12, 56].

5.2 Raw Interrupt Latency (Q1; G1)
To start, we measure the latency from the assertion of the
interrupt signal pin to the execution of the first instruction
in the user-level handler. To produce the interrupts, an auto-
reloading decrementing timer is configured to fire every
4,000 cycles, far longer than the latency of all methods. The
latency is computed as the difference between the fixed over-
flow period and the remaining timer count captured upon
handler entry, minus the timer read overhead, which is 4
cycles.

As shown in Figure 6, we measure the latency under two
scenarios: (a) when the target process is actively running,
and (b) when it is inactive and has been switched out. Note
that UINTR in (a) reflects the performance of trusted kernel
handlers as well, which is measured as a performance surro-
gate for user-level delivery. Meanwhile, the SOFTWARE in (a)
represents software methods without extra overhead [56],
given that no PMP configuration is involved upon entry. To
further validate the optimality of SOFTWARE in (b) when PMP

configuration is involved, we run an array iteration bench-
mark with the Ahead-of-Time (AoT) eBPF bpftime [106] on
our core, and it is 3.27× slower than native code. In other
words, for a small computation that takes 20 cycles in na-
tive code, the equivalent eBPF code consumes over 60 cycles.
Note that PMP configuration introduces an overhead of less
than 40 cycles; even after adding this cost, the SOFTWARE
in (b) totals below 60 cycles, which the eBPF code readily
exceeds.
Discussion. All measured latencies are highly deterministic
when it is known whether the target process is either ac-
tive or inactive, with maximum values closely aligning with
average values across all schemes. KERNEL exhibits poor per-
formance, with latency exceeding 800 cycles even in the
best case. Since its critical path is fully dominated by kernel
mediation, latency varies little between active and inactive
conditions, but its extremely high absolute latency renders it
unsuitable for low-latency real-time systems. UINTR shows
extreme performance variability: while it achieves moderate
latency for active processes by bypassing the kernel, it incurs
massive overhead in the inactive state as it falls back to the
full KERNEL path. Also, considering that UINTR in the active
case is a kernel-level surrogate, we note that this is also a
lower bound for software handlers that disregard security.
SOFTWARE, on the other hand, hits a fundamental floor, with
around 80 cycles of latency when active and 120 cycles of
latency when inactive. In contrast, our extensions maintain
latencies below 50 cycles, with near-zero variance between
active and inactive scenarios, a feat unattainable by other
schemes. Notably, V5 achieves a latency of 15 cycles—which
translates to 300 ns—outperforming KERNEL and UINTR by
more than 50× and SOFTWARE by more than 8×. Even V1 and
V2 outperform SOFTWARE by more than 3× when the target
is inactive.

5.3 Isolation Effectiveness (Q2; G2, G3)
To evaluate the safety and security of our extensions, we
set up malicious interrupt handlers to perform unauthorized
memory accesses (confidentiality and integrity) or execute
infinite loops (availability). We test three critical preemption
scenarios: (1) the malicious handler preempts a user-level
thread, (2) the malicious handler preempts the kernel, and
(3) the malicious handler preempts another user-level inter-
rupt handler; for the last case, we also test deeply nested
interrupt handling with exhausted banks in the V5 variant.
Discussion. Our results demonstrate that all variants en-
force strict temporal and spatial protection domains across
all preemption scenarios. Any malicious handler attempting
to violate isolation guarantees is immediately and forcibly
terminated, with control returned to the preempted context,
safeguarding system confidentiality, integrity, and availabil-
ity. Also, when the banks in V5 are exhausted, its interrupt
latency degrades gracefully to that of V2 as expected. This
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demonstrates that temporal isolation remains guaranteed
even under such conditions.

5.4 Latency-sensitive Application (Q1; G1)
To demonstrate the effectiveness of our extensions in latency-
and jitter-sensitive scenarios, we apply them to the Pulse
Train Output (PTO) application [82], which is a core function
in Programmable Logic Controllers (PLCs), robotic systems,
and UAVs. It requires the system to generate precisely timed
pulse sequences to drive actuators and execute motion com-
mands. Typically, a background task prepares the pulse train
specification, including an initial pulse period and a per-pulse
period delta. A foreground interrupt handler then computes
the required pulse intervals on-the-fly and configures the
timer for the next timeout accordingly, so that the output
pin toggles timely upon interrupt firing.

We use a square-wave pulse train to measure two critical
metrics: (1) the maximum sustainable PTO frequency, corre-
lating with speed or resolution, and (2) pulse waveform jitter
normalized to ideal output across frequencies, correlating

with accuracy. Accordingly, (1) Figure 7 reports the maxi-
mum sustainable PTO frequencies, measured under both (a)
active and (b) inactive target process states, and (2) Figure 8
shows jitter as a function of PTO frequency under mixed
process conditions, with the target and an unrelated process
alternating continuously to reflect the complex background
workloads of real-world robotic systems.
FrequencyDiscussion.The KERNEL baseline yields the low-
est PTO frequencies, as its heavy kernel mediation makes
it unsuitable for fast actuation, which requires at least 20
kHz [82]. The UINTR performs adequately when the target
process is active, but degrades to KERNEL otherwise, while
the SOFTWARE provides a middle ground. In contrast, our
extensions are nearly unaffected by process state, consis-
tently outperforming all baselines and achieving peak PTO
frequencies up to nearly 300 kHz.
JitterDiscussion.Under themixed process scenario, KERNEL
and UINTR both exhibit catastrophic degradation, exceed-
ing 40% jitter around 15 kHz, rendering them unusable for
any practical control task. SOFTWARE, on the other hand, has
better jitter, but remains unacceptable for applications that
require less than 10% jitter at 100 kHz [82]. Instead, our ex-
tensions maintain less than 5% jitter at 100 kHz, with the
V5 achieving 8% jitter at over 250 kHz, satisfying the most
demanding applications. At 10 kHz, which is a common fre-
quency, all our extensions exhibit less than 0.5% jitter, which
is 60× better than the kernel-mediated approaches.

5.5 Task-colocation Application (Q1; G1)
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In domain controller consolidation scenarios [6], fore-
ground real-time tasks are often colocated with background
best-effort workloads to cut hardware costs, a trend also seen
in cloud computing [51]. The interference is mutual: the real-
time task suffers prolonged worst-case latencies preempting
the continuously running best-effort workload, while the
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best-effort workload suffers average-case throughput loss
due to frequent interruptions from the real-time task.

We use Modbus-RTU—a widely adopted serial protocol in
sensing and ICS [89]—as the real-time foreground communi-
cation task. It generates one interrupt per byte transmitted,
resulting in a high interrupt frequency that stresses the inter-
rupt handling pipeline. The background best-effort workload
is a neural image recognition application [83] that repeat-
edly runs inferences on input images, a common scenario in
edge vision and embodied intelligence systems. As shown in
Figure 9, we measure the impact of foreground interrupt han-
dling overhead on the background workload’s throughput
(Frames per Second, FPS) as the Modbus baud rate increases.
Discussion. Under the inactive target process condition en-
forced in this experiment, UINTR exhibits behavior nearly
identical to that of the KERNEL baseline, as it always falls
back to the kernel-mediated slow path when the background
task runs continuously. While both schemes readily support
115.2 kbps, a widely used industrial baud rate, their back-
ground task performance degrades severely, cutting FPS from
143 to 92, which is a 36% reduction. Furthermore, neither
can sustain baud rates above 300 kbps due to their exces-
sive interrupt latency, a critical limitation for modern UAVs
and industrial systems. SOFTWARE outperforms the kernel-
mediated baselines and can operate at over 1 Mbps, which is
a representative high baud rate for industrial scenarios [92],
but at this baud rate, FPS drops to 68, representing a 52% per-
formance loss. Notably, all our variants support baud rates
up to 2 Mbps. At 1 Mbps, our best-performing V5 achieves
120 FPS, incurring less than 17% loss; even the entry-level
V1 sustains 108 FPS, which is a 24% penalty. At 115.2 kbps,
all of our extensions incur at most a 5 FPS penalty, which
is 10× better than kernel-mediated solutions, and 2× better
than SOFTWARE.

5.6 SoC Die Area Impact (Q3; G4)

Table 8. Total die area of typical SoCs. Length and width are in
mm, while area is in mm2. Core% is the portion of our base core
on the same assumed die area; V1%, V2%, and V5% are the extra
areas that the V1, V2, and V5 would require. The reason for a small
Core% is that SoCs integrate RAM, flash, and various peripherals.

Die (Domain) L×W=Area Core% V1% V2% V5%
STM32H743 (General) 5.06×4.70=23.78 0.3% 0.07% 0.08% 0.20%
LPC55S69 (Financial) 2.90×2.78=8.06 0.9% 0.20% 0.24% 0.58%
ESP32C3 (Wi-Fi IoT) 2.28×2.27=5.18 1.4% 0.31% 0.37% 0.91%
TC387 (Automotive) 7.64×7.39=56.46 0.1% 0.03% 0.03% 0.08%

We decapped four representative SoCs implemented using
40 nm technology (more compact than our Nangate 45 nm)
and obtained their die areas as shown in Table 8, to evaluate
the potential area impact of our extension on the entire die.
Discussion. It is evident that the core occupies a marginal
portion of the total area, particularly when noting that we

use a 45 nm process. As a result, our extension is almost
negligible; even if we assume a tiny 1 mm2 die, the V1 only
accounts for less than 2% of extra area, and the V5 would
account for 5%.

5.7 Kernel Integration Impact (Q4; G5)

Table 9. Modifications of microkernel source, in SLoC.

Kernel+HAL V1 V2 V5
5856+4249 +216 (+2.14%) +216 (+2.14%) +270 (+2.67%)

To assess the adaptation effort on an existing microker-
nel [50], we count the Source Lines of Code (SLoC) that must
be added to leverage the extension, as shown in Table 9.
Discussion.We may observe that the SLoC increases for all
variants are small when compared to the entire code base,
reflecting minimal adaptation effort.

6 Conclusions
This paper proposes a hardware extension that aims to achieve
deterministic multi-tenant user-level interrupt delivery in
real-time embedded systems. It guarantees low and bounded
worst-case latency regardless of the target process state,
while enforcing strict spatial and temporal confinement for
untrusted user-level interrupt handlers. Through design space
exploration, we identify three representative variants, the
best of which reduces worst-case latency by more than 50×
with modest overheads. The resulting extension provides a
holistic solution for developing secure, dependable, and low-
latency cyber-physical systems in real-time consolidation
scenarios. It may also help to lift safety- and security-related
restrictions preventing untrusted applications from employ-
ing hardware interrupt handlers in automotive and industrial
contexts.
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A Artifact Appendix
A.1 Abstract
This artifact provides the RTL implementations, software
benchmarks, and evaluation infrastructure used to reproduce
the main results presented in the paper. It includes Vivado-,
OpenROAD-, and Verilator-based workflows for validating
the reported area, power, and performance results for the
core with our extension, as well as the performance of two
real-world application studies.
The full evaluation requires Linux and Windows 10 sys-

tems with more than 100 GB of free disk space on Linux
and at least 50 GB on Windows. The evaluation should re-
produce the results shown in the evaluation section of our
paper, albeit with possible minor deviations, and our main
conclusions should be supported.

A.2 Artifact check-list (meta-information)
• Program: MatrixMultiply, Raw Latency Test, PTO andModbus-
RTU.

• Compilation: Vivado-2019.2 (Windows 10), Verilator-5.046,
GCC-13.3.0, RISC-V GNU Toolchain 15.2.0, OpenROAD-flow-
scripts commit b39f7e7, Python3.12, Make (CMake).

• Transformations: BIN-to-COE conversion using the provided
Python script, and BIN-to-TXT conversion using xxd or the tool
included in the artifact.

• Model: A TinyMaix-based MNIST model, included in the arti-
fact.

• Run-time environment: Windows 10, Ubuntu 24.04, and
RME/RVM/RMP microkernel/virtualization stack, which are
included in the artifact. The evaluated applications run as native
RME processes and do not run inside an RMP guest.

• Hardware: A Xilinx XC7K480T FPGA board or a comparable
FPGA board with at least 384 KiB of BRAM (256 KiB + 128 KiB)
and a USB-to-UART adapter. The recommended configurations
are an AMD Ryzen 5 5500U processor with 16 GB of memory
for the Ubuntu machine and an Intel Core i7-11700 processor
with 16 GB of memory for the Windows machine.

• Metrics: User-level interrupt latency (CPU cycles), ASIC static
power (mW) and dynamic power (𝜇W/MHz), and ASIC area
(mm2), PTO frequency (kHz), PTO jitter (%), Modbus baud rate
(bps), MNIST framerate (FPS).

• Output: (1) The PTO, Modbus-RTU, and interrupt-latency
experiments output their results through the UART interface,
and the provided Gnuplot scripts generate PDF figures from the
collected data. (2) The power and area results are generated by
OpenROAD-flow-scripts.

• Experiments: OpenROAD-flow-scripts for ASIC implemen-
tation, Verilator simulation for SAIF generation, and an FPGA
board for the application experiments.

• How much disk space required (approximately)?: Linux:
more than 100 GB; Windows: more than 50 GB.

• How much time is needed to prepare workflow (approxi-
mately)?: Less than 2 hours.

• How much time is needed to complete experiments (ap-
proximately)?: Approximately 1 day.

• Publicly available?: Yes.
• Code licenses (if publicly available)?: GPL v2.
• Data licenses (if publicly available)?: GPL v2.
• Archived (provide DOI)?: 10.6084/m9.figshare.33511450.

A.3 Description
A.3.1 How to access. We provide a 7-Zip archive named
asplos-ae-no1-submission-no325.7z as the artifact
to evaluators on the Figshare platform.

Note: All 7z archives referenced in the installation section
are contained in asplos-ae-no1-submission-no325.7z.

A.3.2 Hardware dependencies. We deploy our processor
core on a Xilinx XC7K480T FPGA to run the experiments.
The experimental results are transmitted through the UART
interface implemented on the FPGA board. A USB-to-UART
adapter is required unless another method is available for
accessing the UART interface.

A.3.3 Software dependencies.
• Weuse Xilinx Vivado 2019.2 to synthesize the Verilog RTL,
generate the bitstream, and program the FPGA board.

• We use OpenROAD-flow-scripts to run the ASIC imple-
mentation flow and evaluate the area and power of our
processor core.

• The serial-port software used on the Windows host com-
puter is LLCOM, an open-source application that supports
Lua scripts.

• We use Gnuplot 5.4.6 to generate the PDF figures.
The other software dependencies are listed in the checklist

above, and all companion code that we use is included in the
artifact package.

A.3.4 Models. We use a pretrained MNIST model with
TinyMaix for the image-recognition task in the Modbus-
RTU experiment. TinyMaix is a lightweight neural-network
inference library designed for running TinyML models on
resource-constrained embedded systems, and we use it for
the sole purpose of generating computation-intensive work-
loads.

A.4 Installation
This evaluation flow requires two operating systems: Win-
dows 10 and Ubuntu 24.04. For Windows, a machine with
high single-core performance is recommended for FPGA syn-
thesis; we choseWindows to align with interactive engineers
who are familiar with a GUI interface, though batch-mode
synthesis under Linux is also possible. For Linux, a machine
with greater parallel computing power is recommended for
the ASIC design flow and Verilator simulation.
After extracting the main artifact package, verify that

<ARTIFACT_ROOT> contains the following files:

<ARTIFACT_ROOT >/

|-- base_core.7z

https://doi.org/10.6084/m9.figshare.33511450
https://doi.org/10.6084/m9.figshare.33511450
https://doi.org/10.6084/m9.figshare.33511450
https://github.com/sipeed/TinyMaix
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|-- download.lua

|-- freq_help.py

|-- gnuplot.7z

|-- openroad.tar.zst

|-- openroad-orfs-docker.7z

|-- verilator_sim.7z

|-- system.7z

|-- xpack-riscv-none-elf-gcc-15.2.0.zip

\-- AE-README.pdf

• Windows environment
– Install Vivado 2019.2 and restore the base_core
project.

– Install GNU Make, CMake, Git Bash, and the RISC-V
GCC toolchain.

– Extract the RME-RVM-RMP-TinyMaix software stack.
– Build the Lat, mbrs_frame, and PTO projects.
– Install LLCOM and configure download.lua for
UART-based BIN-file programming.

• Linux environment
– Extract the Verilator simulation environment and
OpenROAD-flow-scripts.

– Install Docker and load the provided OpenROAD im-
age.

– Install Verilator v5.046, Make, Python 3.12.
• Plotting tools

– Install Gnuplot 5.4.6.
– Extract the plotting scripts in the gnuplot.7z.
– Verify the scripts in the latency, mbrs, and PTO
directories.

Please refer to AE-README.pdf in the artifact for detailed
installation instructions. Each installation subsection includes
a basic build or execution test. Successful completion of these
tests confirms that the corresponding evaluation environ-
ment is correctly installed.

A.5 Experiment workflow
The evaluation consists of separate ASIC and FPGA work-
flows. Please refer to AE-README.pdf in the artifact for
detailed workflow instructions.
• ASIC evaluation

– Run the OpenROAD ASIC implementation flow.
– Simulate the generated Verilog design with Verilator.
– Generate and import the SAIF files.
– Record the area, static power, and dynamic power.

• FPGA evaluation
– Generate and program the required Vivado bitstream.
– Evaluate the KERNEL, UINTR, SOFTWARE, EXT-V1,
EXT-V2, and EXT-V5 cases.

– Measure active and inactive user-level interrupt la-
tency.

– Measure MNIST FPS at different Modbus-RTU baud
rates.

– Measure active and inactive PTO frequencies.
– Calculate PTO jitter at 10%, 20%, 50%, and 100% of the
maximum frequency.

– Record the results in the corresponding Gnuplot .dat
files.

A.6 Evaluation and expected results
The results of the application experiments are plotted and
compared with the corresponding figures in the paper, while
the ASIC area and power results are compared with the
corresponding tables. Please refer to AE-README.pdf in the
artifact for further information.
• Compare the ASIC area and power results of variants of
our base core with those listed in Table 6 and Table 7.
There might be subtle differences for each run (as this is
the nature of ASIC tools), but the numbers should stay
quite close to what we report, and the general trend or
conclusion should not deviate from our paper.

• Generate and compare the following plots:
– User-level interrupt latency: Figure 6.
– PTO frequency: Figure 7.
– PTO jitter: Figure 8.
– Modbus-RTU MNIST framerate: Figure 9.
Similar to the tables above, there might be differences,
but most of them should be moderate, and the general
trend or conclusion should not deviate from our paper.

A.7 Methodology
Submission, reviewing, and badging methodology:
• https://www.acm.org/publications/policies/artifact-
review-badging

• http://cTuning.org/ae/submission-20201122.html
• http://cTuning.org/ae/reviewing-20201122.html

https://www.acm.org/publications/policies/artifact-review-badging
https://www.acm.org/publications/policies/artifact-review-badging
http://cTuning.org/ae/submission-20201122.html
http://cTuning.org/ae/reviewing-20201122.html
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B Supplementary Appendix
For informative purposes, we include supplementary materi-
als below. They provide a broader view for curious readers.

B.1 Real-time Systems and Processors
Real-time systems are required to respond to external stimuli
within a predefined deadline or at precise epochs. Such sys-
tems prioritize determinism and responsiveness over resource
utilization or best-effort throughput. In short, real-time is not
merely about speed, but fundamentally about predictability.

Accordingly, typical real-time processors adopt determin-
isticmicroarchitectural designs [33], such as in-order pipelines
with limited dual-issue at most, software-managed protec-
tion mechanisms rather than hardware page table walkers,
static branch prediction, and even scratchpad memories in-
stead of caches. Even high-end real-time processors equipped
with out-of-order pipelines or dynamic branch prediction—
such as the Cortex-R—often support disabling some enhance-
ment features to enable more predictable execution. This
ensures real-time systems can generate responses at the re-
quired epoch precisely, thereby minimizing timing jitter.

B.2 FPU Context Handling
As this work focuses on integer pipelines, FPU context man-
agement is considered outside the scope. Nevertheless, we
highlight several feasible approaches for FPU context han-
dling, beyond the straightforward banking approach.
Exception-on-touch. To prevent untrusted user-level han-
dlers from accessing or tampering with the interrupted FPU
context, we can block FPU register access for such han-
dlers, triggering an exception and forcing a return on any
attempted access. This approach introduces little hardware
complexity but forbids handlers from using the FPU for
floating-point acceleration, which is rarely needed.
Lazy stacking.When some user-level interrupt handlers do
require FPU access, we may employ a lazy stacking scheme
analogous to that of Cortex-M [102]. Specifically, FPU regis-
ters are not stacked until they are first accessed or tampered
with, at which point either all FPU registers or only the ac-
cessed ones are stacked. This allows the use of the FPU and
only imposes latency penalties on handlers that benefit from
the FPU.

B.3 Top-half and Bottom-Half Scheme
As the top-/bottom-half interrupt scheme is well established,
it is desirable that we leverage our user-level interrupts for
responsive top-half handling and kernel threads for flexible
bottom-half processing. However, the preemptive nature
of our user-level interrupts lacks the ability to notify the
kernel with system calls, which seems to preclude bottom-
half support.
This lack is intentional, as mapped peripherals often offer

sufficient redundant interrupt resources, of which only a few

are practically utilized. For instance, serial ports provide
transmit/receive interrupts as well as parity error, noise error,
and even hardware flow control interrupts. If any of these
interrupts are unused, they can be repurposed as a confined
software interrupt source to notify the kernel and trigger
bottom-half execution, requiring no additional hardware due
to the mapping of the entire serial port to the process.
Even if all interrupt sources of the mapped serial port

are occupied, unused on-chip peripherals can be repurposed
by disconnecting external pin interfaces and mapping them
to the user process, so that their interrupt sources may be
leveraged. Full peripheral saturation is extremely rare in
real-world systems, making this an economical solution. For
further enhancement, future extensions can introduce dedi-
cated registers or user-level instructions to explicitly trigger
pending system calls, analogous to the PendSV mechanism
in Cortex-M processors [102].

B.4 Inter-Process Communication Possibility
As many prior works focus on Inter-Process Communication
(IPC) or scheduling efficiency [7, 37, 52], one may naturally
ask whether our mechanism can be applied to the same do-
main, like [21]. We do not rule out this possibility, as this use
case would resemble a thread-migration-style synchronous
invocation [50]. Given that our interrupt return latency is
comparable to or even lower than entry latency, a round-trip
synchronous invocation could achieve under 30 cycles—far
faster than kernel-mediated software-only approaches.
Nevertheless, we do not explore this use case for six rea-

sons: (1) our user-level interrupts always preempt the kernel,
elevating thread priority similarly to the Priority Ceiling
Protocol (PCP) and effectively treating the entire call as a
critical section, which is not always desirable for general IPC,
(2) no native return value mechanism is supported, requir-
ing shared memory and thus complicating spatial isolation,
(3) invocations now consume the budget of the interrupt
source rather than the initiating thread, complicating tem-
poral isolation, (4) system calls and thread switching are
disallowed within the interrupt handler as they are run-to–
completion, (5) a peripheral must be mapped to a process to
grant permission to initiate such IPC, and (6) one peripheral
interrupt source must be consumed for each IPC channel.
Given all of the above, our mechanism is tailored for pe-

ripheral interrupt handling (IPI at most) and thus not de-
signed for general IPC; we therefore consider this topic out-
side the scope of this work.

B.5 Baseline Core Microkernel Performance
To provide an impression of the microkernel system-level
operation performance of our baseline core, we compare
it against the SoCs in [50] and NaxRiscv [85], which is an
out-of-order RISC-V core used in [77].

As shown in Figure 10, we measure (1) intra-process con-
text switch latency (ctx/1), (2) inter-process context switch
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Figure 10. Comparison of microkernel basic operations. The com-
modity SoCs are the STM32L071, STM32F405, STM32F767, and
CH32V307. Our core is on par with the STM32L071 and CH32V307,
while lagging noticeably behind the dual-issue STM32F767.
NaxRiscv, despite being dual-issue and out-of-order, does not yield a
clear benefit due to its high mode-switch latencies, highlighting the
ineffectiveness of complex microarchitectures for latency-sensitive
applications. See §B.14 for detailed NaxRiscv configuration.

latency (ctx/2), (3) thread migration/return round-trip la-
tency (inv), (4) interrupt signaling latency (int), (5) in-
tra-process signaling latency (sig/1), and (6) inter-process
signaling latency (sig/2). It can be observed that our core
achieves performance roughly matching these off-the-shelf
SoCs, validating its representativeness.

Table 10. Comparison of user-level interrupt latency in CPU
cycles between the microkernel we chose and the TockOS.

Core
OS TockOS [48] Microkernel [50]

Average Worst-case Average Worst-case
Base 1932 2121 790 792

NaxRiscv 1582 4644 565 569

We further compare the open-source microkernel [50]
adopted for evaluation with TockOS [48], with results listed
in Table 10; the comparison validates our kernel selection.

We also make an indirect comparison against Hopter [56],
which lacks RISC-V support. We evaluate our EXT-V5 at 50
MHz on RISC-V—half the frequency of Hopter’s 100 MHz
Cortex-M—while strictly following Hopter’s original pin-to-
pin latency measurement methodology. Even at this lower
clock frequency, our design achieves a latency of 0.51 𝜇s, sig-
nificantly outperforming Hopter’s 1.36 𝜇s, while providing
stronger isolation guarantees.

B.6 CoreMark Measurement Representativeness
CoreMark is a prevalent benchmark for embedded proces-
sor evaluation, analogous to the SPECint suite for general-
purpose computing. Similar to SPECint results, CoreMark
scores are heavily affected by the processor’s memory hier-
archy configuration. Even under the ideal zero-wait-state
data SRAM assumption, two distinct CoreMark evaluation

configurations exist: (1) peak performance, achieved with
zero-wait-state instruction TCM; and (2) real-world perfor-
mance, when instructions are fetched from an embedded
Flash memory that is often augmented with a hardware
prefetcher. Processor vendor datasheets typically advertise
the peak performance, while the Flash-based configuration
better reflects realistic deployment scenarios.

Table 11.CoreMark results under zero-wait-state instruction
fetch. Data accesses are already zero-wait-state by default.

Core Naked +SBP +MDU Base
CoreMark/MHz 1.13 1.251 3.085 3.209

To provide SoC engineers with a realistic look of our ex-
tension under practical deployment conditions, our reported
2.77 CoreMark/MHz for the baseline core is measured on
a 2-cycle wait-state, SRAM-emulated Flash with an eight-
instruction prefetcher, which is suboptimal in terms of per-
formance. For ideal zero-wait-state instruction TCM execu-
tion, the corresponding performance is presented in Table 11,
which closely aligns with the official ARM advertisement for
the Cortex-M4 core, further validating the representativeness
of our core.

B.7 Correctness of the SOFTWARE Baseline
Some may notice that the standard RISC-V PMP specifica-
tion supports kernel-mode access checking via the “L” bit,
yet setting this bit permanently locks the corresponding
PMP entry, prohibiting subsequent modification. To address
this limitation, We repurpose the original “L” bit as a new
“K” bit, which solely indicates whether access permissions
are restricted for kernel-mode execution as well, without
permanent locking.
Another potential concern involves whether PMP con-

figuration overhead in SOFTWARE can exceed pure software
checking overheads. To answer this question, we bench-
mark the state-of-the-art eBPF runtime [106] against native
C code on our baseline processor, using a microbenchmark
that calculates the average of a 1000-element array. To max-
imize eBPF performance, we assume all eBPF code under-
goes Ahead-of-Time (AOT) compilation. Still, eBPF execu-
tion is still 3.27× slower than native C code mainly due to
its virtual machine model. Given that our PMP configura-
tion takes approximately 40 cycles, eBPF can be expected
to have higher overhead than our PMP-based surrogate for
any interrupt handler exceeding 20 cycles. Beyond eBPF,
WASM-based sandboxing also suffers from inherent bounds-
checking drawbacks. As demonstrated in [69], WASM im-
poses per-linear-access bounds checks, rendering it slower
than hardware-assisted PMP checking.
Prior work [54] first realizes sub-𝜇s user-level interrupt

delivery with protection domain switching within a Linux
process, representing a notable milestone for cloud comput-
ing scenarios. Given that most real-time SoCs lack virtual
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address entirely, they are analogous to a single Linux process;
in that sense, the concept of interrupt dispatching with call-
gate-style memory isolation within a single address space
has early precedents [12] in embedded systems. To construct
a call gate, [54] relies on the WRPKRU of the Intel Memory
Protection Key (MPK), whereas [12] employs fast SVC-based
invocation on Cortex-M platforms. Specifically, [12] uses
SVC exclusively for privilege escalation to enable inline privi-
leged execution, forming a call gate similar to WRPKRU. Both
approaches suffer from the same prerequisite that precludes
unverified binaries: application code must be scanned to pre-
vent undesired privilege escalations, namely the WRPKRU
in [54] and SVC in [12]. Finally, this prerequisite is lifted by
Donky [79], which leverages user-level interrupts to build
call gates that enable system-call-like privilege transitions
within a single process. In the eyes of the embedded realm,
however, this can be interpreted as establishing a SASOS
microkernel abstraction within a process.
Similar to SOFTWARE, all of them [12, 54, 79] still rely on

software-triggered primitives for switching of unprivileged
protection domains. For a fair comparison with cloud-based
platforms, we expect our frequency to scale to 2 GHz with
the latest semiconductor process: now the latency of EXT-V5
would drop below 10 ns in theory, which is a significant
improvement over [54].

B.8 FPGA Resource Consumption and Fmax

Table 12. FPGA resources of baseline processor cores with differ-
ent extension variants. Maximum frequency Fmax is in MHz.

Configuration Slice LUTs Slice FFs Fmax ASIC Fmax
Base 4700 (100%) 2377 (100%) 74 198

Base+V1 7342 (156%) 3704 (156%) 72 198
Base+V2 7242 (154%) 3706 (156%) 71 198
Base+V3 8785 (187%) 4984 (210%) 74 199
Base+V4 8857 (188%) 4985 (210%) 74 199
Base+V5 9500 (202%) 6040 (254%) 74 199

We report the resource utilization of our CPU core on the
FPGA in Table 12. This excludes the FPU in order to better
expose the variations in integer pipeline overheads. As FPGA
resources are coarse-grained, this data is for reference only.
Both the FPGA and ASIC Fmax values are reported as well,
which confirms that our extension has little impact on Fmax.

B.9 Theoretical and Measured Latency Differences

Table 13. Difference between measured (Figure 6) and theoretical
(Figure 3, Figure 4, Figure 5, Table 7) interrupt latency for our
extensions, in CPU cycles.

Variant Theoretical Measured Difference
EXT-V1 37 42 +5
EXT-V2 29 35 +6
EXT-V5 11 15 +4

The difference between theoretical and measured interrupt
latency is shown in Table 13. Besides rounding errors, this
discrepancy arises mainly because our theoretical latency
only counts towards the execution (EX stage) of the first
instruction in the interrupt vector. Per the standard RISC-
V specification, this must be a jump to the actual handler,
which introduces an additional delay of 3 cycles on our core.

In contrast, the Cortex-M vector table directly stores the
handler address and avoids this overhead. We do note that
some manufacturers choose to optimize this; however, we
choose to preserve compatibility with the standard RISC-V
specification.

B.10 Exact Data Points in Application Evaluation

Table 14. Exact data points for Figure 8. Frequency is in kHz, jitter
is in percentage, normalized to the ideal output pulse width.

Exp
Freq 10% 20% 50% 100% (MAX)

Freq Jitter Freq Jitter Freq Jitter Freq Jitter
KERNEL 1.5 4.8 3.0 8.46 7.48 25.56 14.95 75
UINTR 3.4 10.5 6.8 21.0 13.5 42.1 27.1 83.4

SOFTWARE 9.4 1.7 18.9 3.4 47.2 7.6 94.4 12.5
EXT-V1 18.0 0.5 36.0 1.2 90.0 2.9 180.0 6.5
EXT-V2 19.4 0.3 38.8 0.9 96.9 3.1 193.8 7.0
EXT-V5 26.3 0.7 52.6 1.3 131.6 4.69 263.2 8.4

Table 15. Exact data points for Figure 9. Baud rate is in kbps.

Exp
Baud 10% 20% 50% 100% (MAX)

Baud FPS Baud FPS Baud FPS Baud FPS
KERNEL 29.8 129 59.5 115 149 78 298 27
UINTR 29.4 129 58.8 115 147 78 294 29

SOFTWARE 152 129 303 117 758 83 1515 37
EXT-V1 200 135 400 128 1000 108 2000 79
EXT-V2 217 135 435 128 1087 109 2174 81
EXT-V5 250 137 500 131 1250 114 2500 91

The exact data points used to draw Figure 8 and Figure 9
in §5 are shown in Table 14 and Table 15, for reader refer-
ence. The data points are measured at 10%, 20%, 50%, and
100% of each scheme’s maximum application performance
(frequency for PTO and baud rate for Modbus); hence the
data points do not align with each other.

B.11 Latency Requirements of Sample Applications

Table 16. Latency requirements of sample applications, extracted
from [67].

Application Latency Explanation
USB I/O emulation 0.5 µs Emulation must be cycle-accurate
1-Wire emulation 0.5 µs 1-Wire bus requires accurate time slots
Rotary encoders 1 µs Servo encoders toggle rapidly

Fast ADC data logging 1 µs Low jitter produces high-quality data
Machine vision LEDs 10 µs High-speed blinkers yield good images
IR codeword decoding 10 µs Codewords need to be precisely captured
Engine control units 10 µs Ignition timing must be accurate
Quadcopter control 100 µs Typical control loop is below 1 ms
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To familiarize readers with additional use cases beyond
those evaluated in §5, we extract representative applications
from [67] and reproduce them in Table 16. For a typical 200
MHz processor, each cycle corresponds to 5 ns. Interrupt
latencies exceeding 200 cycles cannot support applications
demanding 1 µs response times, and will likely fail to sat-
isfy jitter constraints for applications requiring 10 µs-class
latency if interrupt latency is nondeterministic.

B.12 SoC Dieshots

ESP32C3 LPC55S69

TC387 STM32H743

Inductor

Figure 11. SoC dieshots of the ESP32C3, LPC55S69, TC387, and
STM32H743, all of which are 40 nm. Dieshots are not to scale.

To familiarise readers with commercial SoC dies, we present
the dieshots in Figure 11. Potential analog peripherals are
highlighted using red bounding boxes, and the large inductor
in the ESP32C3 is clearly visible due to its full integration
of the radio-frequency front-end. In contrast, the processor,
SRAM, and Flash block details are obscured by the top metal
layers and are not directly observable without etching down
to the polysilicon (POLY) layer.

B.13 Impact on Feature-rich Real-time Cores

Table 17. Characteristics of feature-rich cores with different ex-
tension variants. Floorplan area is in mm2.

Configuration Floorplan area
Base 0.0715 (24%)
Rich 0.2974 (100%)

Rich+V1 0.3132 (105%)
Rich+V2 0.3129 (105%)
Rich+V3 0.3289 (111%)
Rich+V4 0.3291 (111%)
Rich+V5 0.3395 (114%)

To simulate our extension on feature-rich processors, we aug-
ment our core with a double-precision FPU, a 4 KiB I-cache
(8-byte lines, 4-way set-associative, random replacement),
and a 4 KiB D-cache (8-byte lines, 4-way set-associative,
random replacement), with both caches implemented using
OpenCache. We then recompute the area overheads of our
extensions in Table 17. Notably, high-end processors such as
the STM32F767 integrate significantly larger caches (16 KiB
I/D) and superscalar pipelines, making our extensions even
more negligible.

B.14 Impact on Large Out-of-order Cores
To cater to curious readers who wonder how our extension
would perform on out-of-order cores used in edge, mobile,
or cloud computing scenarios, we select NaxRiscv [85] in
its default configuration (2-decode, 3-issue, 2-retire) as our
implementation testbed, owing to its high configurability and
modular plugin support. Still, we adopt the OpenROAD [1]
toolchain for area and power evaluation and the XC7K480T
FPGA platform for runtime execution, with all settings and
baselines consistent with those in §5.

Table 18. Detailed configuration of NaxRiscv used in this supple-
mentary experiment.

Group Item Content

Basics Name NaxRiscv
Configuration RV32IMAFD

Pipeline

Stages Variable; ≥ 9
Width 2-decode, 3-issue, 2-retire

Execution unit 2×ALU + 1×MDU/LSU
Reservation station 32-entry
Reorder buffer 64-entry
Load queue 16-entry
Store queue 16-entry

Register
Architectural register 32-1; unified with physical

Physical register 64; 6-read, 4-write
Renaming entry 2×32-1; 6-read, 4-write

Branch

Prediction algorithm BTB+RAS+GShare
Global history 24-bit; 13-bit effective
Pattern table 16k×2-bit
Return stack 16-entry
Target buffer 512-entry

Protection MMU Turned off
PMP 8-entry; we added

Cache L1 Icache 16KiB; 4-way
L1 Dcache 16KiB; 4-way

Performance CoreMark 5.51/MHz; FPGA measured
Interrupt latency 38 cycles; FPGA measured

Core Adaptation. Since NaxRiscv does not natively support
PMP, we implement a PMP unit to validate instruction fetch
and data load/store operations, and configure the core to
operate without an MMU. We also equip the core with zero-
wait-state SRAM on the system bus to eliminate extraneous
memory performance penalties. The detailed core config-
uration is presented in Table 18 and is roughly comparable
to Cortex-A9-class application processors, which are widely
deployed in routers and IP cameras.
Design space analysis.Unlike compact in-order cores, regu-
lar out-of-order cores must wait until all in-flight instructions
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are committed and register renaming and reordering opera-
tions are fully resolved before servicing interrupts. We refrain
from invasive modifications to change the design to eager
flushing, as our work is an extension rather than a full re-
design. This results in an interrupt latency of 38 cycles on the
vanilla NaxRiscv core, rendering it poorly suited for latency-
sensitive real-time applications. As the core does not have a
standalone Architectural Register File (ARF), the renaming
table has to be read to determine which physical registers
need to be saved.
General implementation. Given the long pipeline latency,
fast interrupt identification brings no practical latency ben-
efit, and we adopt the RAM-based IID table design. Once
an interrupt is classified as user-level, the execution budget
and PMP configurations are preloaded from dedicated tables.
While budget loading incurs no issues, PMP loading intro-
duces subtle hazards, since unresolved in-flight instructions
from interrupted execution must still be validated against the
original PMP permissions. To resolve this hazard, we intro-
duce an additional independent PMP register bank, yielding
a three-bank PMP: one for kernel privilege execution, one
for active user-level interrupt contexts, and one dedicated to
buffering newly loaded PMP entries during ongoing pipeline
execution. iven the inherently long pipeline-draining latency,
all of interrupt identification, budget fetching, and PMP re-
configuration can complete entirely within this draining win-
dow. All memory accesses for these operations are scheduled
on the TCM port, eliminating bus contention with residual
pipeline execution.
Register context saving implementation. A challenge
lies in efficient register context saving. Two strategies exist:
(1) full banking of the entire rename table and physical reg-
ister file, or (2) selective register preservation by renaming
table lookup. While (1) enables single-cycle context swap-
ping, we argue that it delivers diminishing returns in our
scenario, since the baseline pipeline-drain latency already
takes 38 cycles, the gain of single-cycle register switching is
marginal at the cost of substantial area, and this will cause
the extension overheads to growwith the number of physical
registers. We therefore adopt (2): after the pipeline reaches
full quiescence, we traverse the rename table to extract the
physical registers mapped to each architectural register, ze-
roize their entries, and move them to a dedicated register
bank. The physical register file does not come with global
reset support in the original design, and only four write ports
are available for zeroing; this limits the design to clearing
four registers per cycle, which requires 11 cycles in total for
full register banking and zeroization, and yields a total inter-
rupt latency of 49 cycles for user-level interrupt handling. To
sum up, we colocate all of the IID table, PMP table, budget
table, and the context spill stack within a dedicated TCM
region, and call this variant EXT-VR.

Implementation complexity and effort. In contrast to
RTOSUnit [77], our implementation complexity remains min-
imal: we only (1) modify the interrupt controller, (2) tap
into the retire-done signal, and (3) multiplex the register
files to interface the TCM. The augmented PMP logic and
corresponding exception signals are inserted at the same
pipeline stage as the original MMU, leaving the out-of-order
execution core completely untouched. e implemented this
extension from scratch on vanilla NaxRiscv in merely three
person-weeks, with no prior familiarity with the SpinalHDL
language, much less the NaxRiscv processor architecture.

Table 19. Characteristics of different processor configurations.
Area is in mm2, latency is in CPU cycles, and power is in static (mW)
/ dynamic-benchmark (𝜇W/MHz) / dynamic-back-to-back-interrupt
(𝜇W/MHz) format without any SRAM macro power. “+PMP” adds
an 8-entry PMP, “+V5/VR” adds our hardware extension.

Processor Latency Floorplan Area Power
Base+V5 11 0.1186 (6.61%) 2.53 23.60 26.60
NaxRiscv 38 1.779 (99.2%) 9.65 564.50 469

NaxRiscv+PMP 38 1.794 (100%) 9.95 568.50 470.5
NaxRiscv+PMP/VR 49 1.833 (102%) 10.75 571.50 504.5

Kernel 565 N/A N/A

Area and power overheads.We evaluate area and power
overheads of VR using the same methodology as in §4, as
summarized in Table 19. To better expose logic overheads,
we exclude all internal NaxRiscv SRAM structures, which
are mainly caches, from power analysis. Our results show
that both the PMP and our extension introduce negligible
overhead: adding a PMP increases area by less than 1%, static
power by 3%, and dynamic power by 0.7%, while our VR
extension adds an additional 2% area, 8% static power, and
0.53% dynamic power. Given that commercial application
processors include large L2 caches, graphics engines, and
external memory controllers, we expect the overhead of our
extension to be even smaller relative to a full die.
Core comparison.We further compare NaxRiscv-PMP/VR
with our V5-extended core. As shown in Table 19, complex
out-of-order cores deliver a poor PPA trade-off for latency-
sensitive real-time workloads. Compared with our three-stage
in-order core, NaxRiscv has 15× more area, 4× higher static
power, and 24× higher dynamic power, while suffering 4×
worse interrupt latency. Admittedly, NaxRiscv measured 5.51
CoreMark/MHz, almost doubling our 2.77 CoreMark/MHz.
However, typical interrupt handlers are short, making gen-
eral single-threaded performance gains less pronounced.
This trend is also validated in Figure 10, where NaxRiscv per-
forms poorly on round-trip synchronous invocations. Such
short kernel-bound paths exhibit minimal instruction-level
parallelism, leaving out-of-order execution unable to com-
pensate for its intrinsic pipeline overhead. In practical sce-
narios, this latency is expected to degrade further due to
external dynamic memories and enabled MMU translation.
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Figure 12. Raw interrupt latency, in CPU cycles. Lower is better.
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Figure 13. Maximum achievable PTO frequency. Higher is better.

Therefore, typical out-of-order cores are only suitable for sys-
tems with relaxed latency requirements, heavy background
computation, or full-stack OS support such as Linux. or sys-
tems demanding both low deterministic latency and com-
puting capability, industry practice adopts heterogeneous core
combinations, pairing real-time cores with high-performance
out-of-order cores—for instance, Cortex-M4 with Cortex-A9.
Interrupt latency comparison.We follow the comparison
from §5.2and show the results in Figure 12 Our extension still
outperforms all three baselines by a significant margin, albeit
with a reduced advantage: 10× faster than KERNEL and 3×
faster than SOFTWARE. Notably, the gap between UINTR and
SOFTWARE under active scenarios becomes negligible, as the
high baseline interrupt latency dominates and diminishes the
relative overhead of bounds checking, which we emulate via
PMP programming. SOFTWARE remains superior in target-
inactive scenarios.
Latency-sensitive application.We rerun the PTO exper-
iment under settings identical to those in §5.4 and show
the results in Figures 13 and 14 The core conclusions still
hold; however, the inherently long interrupt latency of the
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out-of-order core leads to two notable changes. First, our
extension achieves a lower sustainable operating frequency
than in the in-order setup, reducing the performance gap
over the KERNEL baseline to 7×. Second, the out-of-order
core’s execution unpredictability drastically worsens jitter for
all three baselines, yielding a maximum jitter close to 200%,
which indicates pulse skipping—an unacceptable behavior
for motion control. Although our extension still substantially
outperforms all baselines, it also suffers mild degradation,
exhibiting up to 30% jitter at maximum attainable frequency,
which is suboptimal.
Task-colocation application.We rerun the Modbus colo-
cation experiment under settings identical to those in §5.5
and show the results in Figure 15 The out-of-order NaxRiscv
achieves more than twice the 143 FPS attained by our core,
consistent with its CoreMark score. Nevertheless, NaxRiscv
delivers a lower maximum baud rate than our simple core,
owing to its long interrupt latency. Still, even on this out-of-
order platform, our extension surpasses all baselines in both
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maximum baud rate and processor utilization. Interestingly,
the KERNEL and UINTR perform better on NaxRiscv than on
our in-order core, likely benefiting from the out-of-order
core’s higher throughput.
Conclusions. From all of the above, we conclude that (1) our
extension features low implementation invasiveness and
minimal complexity, (2) our extension retains low deter-
ministic latency even on processors it was not designed for
and significantly outperforms the baselines, (3) higher gen-
eral-purpose processing performance does not necessarily
imply better real-time responsiveness, and (4) out-of-order
cores are less suited for hard real-time applications demand-
ing low latency and strict predictability, further validating
that a predictable architecture is an appropriate design choice.
Potential impact. Although our conclusions state that out-
of-order cores deliver poor trade-offs for hard real-time sys-
tems, simpler in-order multi-issue cores may achieve better
timing predictability [78], and both of them may remain vi-
able for computing-intensive scenarios with relaxed latency
requirements. A typical example is Robot Operating System
(ROS) co-deployed with a more predictable microkernel on
symmetric multiprocessor platforms. With our extension,
these processors can further improve the predictability of
the microkernel with negligible overhead. MMU-based pro-
cessors may also benefit from our extension when equipped
with extension-managed lockable TLBs; this does not pre-
clude coexisting walker-filled TLBs, and just requires the
extension-managed entries to take precedence. As a promis-
ing future direction, this extension may be ported to cloud
platforms to further mitigate tail latency.

B.15 Miscellaneous Notes

Precedents. Notably, [17, 67] provided related clues. Nev-
ertheless, [17] adopted a full hardware-RTOS perspective
and did not investigate memory isolation, while [67] focused
on a single-domain user-level interrupt paradigm leverag-
ing existing hardware. Neither formulated this multi-tenant
abstraction nor systematically explored the design space.
Side-channels.As all interrupt handlers execute on a shared
single core, timing side channels inherently exist across them.
Possible mitigation strategies include (1) restricting han-
dlers from accessing global low-level timing counters or
exploitable peripherals—certain peripherals such as Analog–
to-Digital Converters (ADCs) feature mostly fixed conver-
sion times that enable coarse-grained wall-clock time esti-
mation, (2) pausing individual low-level counters whenever
the corresponding handler is inactive, effectively virtualizing
them, (3) employing simple in-order cores to eliminate timing
variability introduced by out-of-order execution and other
microarchitectural effects. As our extension saves and re-
stores all architectural states automatically on interrupt entry
and return, no observable storage channel exists assuming a
correct operating system kernel implementation [60, 104].

DMA management. As DMAs can circumvent CPU-side
protection, it is imperative that they be managed by the
kernel or trusted process. Allowing application access to an
unrestricted DMA engine will break all isolation boundaries.
Brief response time analysis. If we assume that (1) all
interrupts are periodic or have a minimum inter-arrival time,
(2) each interrupt carries an implicit deadline no greater than
its period or minimum inter-arrival time, and (3) the server
budgets are never exhausted, the exact worst-case response
time 𝑅𝑖 of interrupt 𝑖 can be computed via the following
recurrence [5]:

𝑅
(𝑛+1)
𝑖

= 𝐿
entry
𝑖

+𝐶𝑖 + 𝐿exit𝑖 +∑︁
𝑗∈ℎ𝑝 (𝑖 )

⌈
𝑅
(𝑛)
𝑖

+ 𝐽 𝑗

𝑇𝑗

⌉ (
𝐿
entry
𝑗

+𝐶 𝑗 + 𝐿exit𝑗

)
,

(1)

where 𝐿entry
𝑖

is the entry latency,𝐶𝑖 is the worst-case compu-
tation time, 𝐿exit𝑖 is the return latency, 𝐽𝑖 is the release jitter,
𝑇𝑖 is the period or minimum inter-arrival time, and ℎ𝑝 (𝑖) is
the set of interrupts with higher priority.
For our extension, the interrupt return latency is always

smaller than the entry latency, which allows us to simplify
the recurrence as follows with some pessimism:
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(2)

If it converges and the converged 𝑅𝑖 plus 𝐽𝑖 is below 𝐷𝑖 ,
which is the deadline of interrupt 𝑖 , no misses occur.

When considering potential server budget exhaustion,
servers can be modeled as schedulable entities as a whole,
leading to a similar server-level recurrence [13]. A detailed
analysis is omitted, as budget exhaustion corresponds to
erroneous ormalicious operations that requiremode changes
for mitigation, which falls beyond the scope of this work.
Real product considerations.The temporal isolationmech-
anism adopted in this work relies on conventional preemp-
tive deferrable server semantics, while user-level handlers
are prohibited from globally disabling interrupts.
Yet, several practical enhancement features can be inte-

grated into real products to improve applicability: (1) limiting
the maximum duration of each individual handler activation,
which enables first-trigger detection of anomalous behav-
iors, (2) capping the total number of interrupts independent
of budget consumption, which regularizes interference pat-
terns on lower-priority execution, (3) supporting multiple
non-preemptive sub-priorities within a single preemptive
priority level, which enhances flexibility, and (4) adding a
user-level custom instruction for temporarily disabling inter-
rupts for less than the 𝐿entry

𝑖
, which allows bounded critical

sections for sensitive hardware manipulation without break-
ing temporal isolation.
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